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EU Trade Secret Directive
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Traditionally, no coherent framework or legal basis for trade secret protection in
EU

EU Commission initiated the process to harmonize trade secret protection

About three years after publication of first draft, EU Parliament approved and EU
adopted in June 2016 the Directive 2016/943 on the protection of undisclosed
know-how and business information (trade secrets) against their unlawful
acquisition, use and disclosure

Directive provides for
« uniform definition of trade secrets closely following TRIPS-definition

» Harmonization of the concept of unlawful acquisition, use or disclosure as
well as infringing goods

 remedies that must be available in case of misuse of a trade secret

« Safeguards protecting whistleblowers against charges of corporate
espionage

Implementation until the end of 2018
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DTSA Background

« Defend Trade Secrets Act (or “DTSA”) signed into law May 2016
« First federal law providing civil law claim to protect trade secrets

« Previously, civil law basis for trade secret protection only through
state laws

« Substantive harmonization achieved through Uniform Trade Secret
Act ("UTSA") of 1979 which has been adopted by 47 states

 Federal cause of action for criminal enforcement of trade secret
protection enacted in 1996 through Economic Espionage Act

* Industry demanded introduction of DTSA to better address

« Digital Age concerns regarding Chinese and Russian corporate
espionage and

« cyber-crimes committed by computer hackers
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UTSAvs. DTSA

» Definition of trade secret basically same
 Remedies for misappropriation:

* Injunctive Relief:
UTSA: Injunctions possible against disclosure and use
DTSA: Generally same, but no injunctions that

prevent a person from entering into an employment relationship §
1836(b)(3)(A)(i)(1)

conflicts with an applicable state law prohibiting restraints on the practice of a
"lawful profession, trade or business.” § 1836(b)(3)(A)(i)(ll)

« Damages:
« UTSA:
Compensatory Damages (Lost profit, infringer’s profits, or reasonable royalty)

Enhanced damages capped at two times actual damages (however, certain states
deviate)

« DTSA: Substantially same; enhanced damages and attorney’s fees only recoverable
against employee if plaintiff satisfied the whistleblower immunity notice requirement.
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UTSAvs. DTSA

e Jurisdiction

« Civil lawsuit can be brought in federal court as long as secret is
related to a “product or service used in...interstate or foreign
commerce.”

« |nformation owner can file DTSA and supplemental state law claims
in federal court

« Whistleblower: Whistleblowers awarded “immunity from liability” if they
report illegal activity to the government

» Ex-Parte seizure

« EX parte seizure of property that, if not seized, could cause “the
propagation or dissemination of the trade secret.”

* Requires extraordinary circumstances” and when injunctive relief
under Federal Rule of Civil Procedure (or “FRCP”) 65 would be
‘inadequate.”
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UTSA Case Law

« Comprehensive analysis of US federal trade secret litigation between
2000 and 2014 conducted by Prof. Elizabeth Rowe

« Study identified 157 decisions

Corresponds with about 2,800 filed cases between 1994 and 2012

Rate of cases litigated till decision about 6% => significantly higher
than 2-3% in general federal litigation

Average duration of trade secret case from filing to decision little
under three years

Overwhelming majority of decisions awarded damages to trade
secret owner:

Damages awarded: 79.1%
No damages awarded 20.9%
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UTSA Case Law: Top 10 damages

Rank Case Damages Year Court
1 | E. I. du Pont de Nemours v. Kolon 919,900,00 | 2011 | E.D. Va.
Industries Inc.
2 | Mattel Inc. v. MGA Entertainment 88,500,000 | 2008 | C.D. Cal.
3 | Hallmark Cards v. Monitor 49,025,000 | 2012 | W.D. Mo.
Clipper Partners
4 | Mike's Train House, Inc. v. Lionel 40,775,665 | 2004 | E.D.
L.L.C Mich.
5 | UniRAM Technology Inc. wv. 30,500,000 | 2007 | N.D. Cal.
Taiwan Semiconductor
Manufacturing Corporation
6 | Lockheed Martin Corp. v. L-3 30,000,000 | 2009 | N.D. Ga.
Comms Corp
7 | TECHFORWARD INC. vs. BEST 27,000,000 | 2012 | C.D. Cal.
BUY CO. INC. ET AL
8 | MSC.Software Corp. v. Altair 26,100,000 | 2014 | E.D.
Eng'g Mich.
9 | Bancorp Services v. Hartford Life 17,930,000 | 2002 | E.D. Mo.
Ins. Co
10 | Ronald D. Russo v. Ballard 17,000,000 | 2006 | D. Utah
Medical Products
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Average Damages / Type of Information
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Case Study

 E.l. DuPont de Nemours and Co. v. Kolon Industries, Inc. (E.D. Virginia, 2011)
« Kolon had retained consultant that had previously been an employee at DuPont
* DuPont prevailed in demonstrating misappropriation of 149 trade secrets
pertaining to
« Kevlar manufacturing technology

» Kevlar marketing information

» Misappropriation found by jury based on 14 technical documents and 19
business documents (mostly spreadsheets) that Kolon produced in the course of
discovery

« VUTSA: Damages

» “can include both the actual loss caused by misappropriation and the unjust
enrichment caused by misappropriation that is not taken into account in
computing actual loss.”; or

* Reasonable royalty for use of its trade secrets
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Case Study

 DuPont’s damages claim relied on unjust enrichment: how much did Kolon save
when preparing its own Kevlar production program by using DuPont’s
confidential information?

« Damages awarded by jury: US$ 919.9 MN

« Calculation presented by DuPont’s expert and accepted by the jury based on the
cost that DuPont had incurred when developing Kevlar technology

* Points that mainly caused criticisms by Kolon:

* Prior art was much further advanced when Kolon started to prepare for
Kevlar production

* Unjust enrichment doctrine should assume realistic cost level for R&D in
Korea rather than be based on US level of salaries and other cost (factor 4)

» District court judge added maximum punitive damages under VUTSA of
US$ 350,000

» District court decision was vacated in appellate proceedings

* In 2015, parties settled and Kolon paid US$ 275 MN to DuPont and US$ 85 MN

in criminal fines
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